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Introduction—The Operating Environment

In 7 Seconds to Die, Colonel John Antal (Retired) recounts
the harrowing experience of Armenian soldiers facing loitering
munitions. He describes, “When Armenian soldiers spotted or
heard the Harop [loitering munition,] they knew they had seven
seconds to take cover before it struck. One Armenian soldier
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stated: “There was no place to hide and no way to fight back.

The current operating environment is defined by persistent
ground and overhead sensors linked to precision fires, making
every asset observable, targetable, and destroyable. Despite
having observed the lessons of the 2020 Nagorno-Karabakh
war and the ongoing war in Ukraine, the U.S. Army remains
unprepared to protect Soldiers and critical assets in modern
combat. Specifically, the Army has limited tactical air and mis-
sile defense, has no effective counter-unmanned aerial system
(C-UAS) capability, has no standards for emissions control, and
has failed to integrate the protection warfighting function at di-
vision and below echelons.?

Soldiers and small units must become harder to find and
harder to kill. The division must fully integrate and layer its
limited protection resources to safeguard the most critical ca-
pabilities, assets, and activities. U.S. Army transformation
for large-scale combat operations (LSCO) should incorporate
changes to our doctrine, organization, and materiel to increase
survivability within divisions. U.S. Army divisions must priori-
tize force protection across all echelons—from individual Sol-
diers to the division level—leveraging every available asset to
preserve combat power and ensure freedom of action. Divisions
accomplish this by enforcing passive protection through camou-
flage, concealment, and dispersion; practicing signature man-
agement through emissions control; and integrating the protec-
tion function across the battle staff.

Section 1: Hard to Kill

As part of the guiding principles for Soldiers in the First In-
fantry Division (1ID), the Bro 8 outlines a warrior’s mindset
focused on survival and discipline. One of its core tenets reads:
“Hard to Kill: I will make it hard for the enemy to find me and
kill me—I will practice noise, light, and electronic discipline. I
will camouflage and improve my fighting position as though my
life and those of my team depend upon it.”?

Protecting the force begins with fieldcraft and awareness.
Soldiers face the threat of continuous observation. In addition
to camouflage and concealment in the visible spectrum, Soldiers
must conceal their thermal, acoustic, and electronic signatures.
Soldiers must understand the importance of “looking up” and be
able to employ C-UAS measures. Operational security (OPSEC)
must be enforced at all echelons, including strict control over
access to Microsoft® Teams (MS Teams), scrutiny of social me-
dia content, and careful review of articles discussing new unit
capabilities. Soldiers must be aware that seemingly innocent
posts about new unit capabilities can have severe consequences.

Protection efforts must extend from the individual Soldier to
the division’s critical systems. Effective signature management
ensures that enemy forces have difficulty detecting our key sys-
tems, and even when they do, these systems are even harder
to identify. The division must understand its electromagnetic
signature and make every effort to blend into the existing en-
vironment to hide in plain sight. During National Training
Center (NTC) rotation 25-03, the 1ID enhanced survivability
by actively managing its electromagnetic signature—testing
new capabilities, controlling the timing of capability unmask-
ing, and implementing new forward arming and refueling point
(FARP) protection measures.

Operating with low electromagnetic signatures is essen-
tial. Army transport systems (such as the Joint Network Node,
Command Post Node, and Trojan Fingerprint command posts)
produce unique signals, increasing the likelihood of detection.
Newer systems (such as Kymeta®, Starshield, and cellular-
based transport) are less detectable by ground-based sensors.
Using a hard-wired, fiber-optic connection instead of radio fre-
quency emitters can prevent detection in the electromagnetic
operating environment.

Decisions to unmask a capability (emitting, radiating, or
firing) must be deliberate, followed by immediate survivabil-
ity moves. Such actions trigger the enemy’s kill chain to lo-
cate, track, target, and engage our forces. Units must imple-
ment emissions control procedures to “go dark” (no observable
transmissions), “go dim” (transmit at a lower signature), or “go
bright” (intentionally unmask). Emissions control measures
apply to command posts but also to other key capabilities, such
as sustainment and fires.

During NTC 25-03, the 1ID Combined Aviation Brigade
(CAB) kept their FARPs in “silent status,” hidden within a logis-
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tics area of a brigade combat team (BCT). On order, the FARPs
moved to a “hot status,” conducted fueling operations, and then
displaced. Similarly, the 1ID Division Artillery (DIVARTY) pro-
tected their rocket artillery by dispersing it in hide sites, mov-
ing to fire, and then moving to new hide sites. These actions
enhanced survivability by obscuring the unique signatures of
critical systems and ensuring that the enemy could not easily
locate them after revealing their position.

By deliberately managing radar emissions and executing
timely survivability actions, DIVARTY and 1CAB preserved
combat power. By the end of the exercise, 1ID DIVARTY re-
tained 4—6 counterfire radars and 38-43 rocket artillery sys-
tems. Likewise, 1CAB still operated their three FARPs without
losing an aircraft during FARP operations.

Section 2: Integrating Protection at
the Division Level

Brigadier General Douglas M. McBride Jr. (Retired) under-
scored the criticality of integrating protection at the division
level when he stated: “If this [logistics task force] gets killed,
the division stops. It needs to be on the top of the PPL for the
next two days .”> A division’s scheme of protection outlines how
the division plans to execute the protection warfighting func-
tion to protect the force and preserve combat power by assigning
subordinate unit tasks to mitigate against specific threats at
echelon.’ For example, the division may specify that brigades
are internally responsible for countering Group 1 unmanned
aircraft systems (UASs), constructing survivability berms, and
providing site security for critical assets within their area of op-
erations. The division could be responsible for countering Group
2-3 UASs, providing early missile warning, countering enemy
rotary-wing aircraft, and securing assets in the rear area. The
scheme of protection ensures that assets crucial to the division’s
success are defended in layers, providing protection in depth.

The division’s protection cell develops and maintains the
Protection Prioritization List (PPL) during the military decision

making process (MDMP), continuously refining it throughout
the operation. The PPL is often the reverse of the enemy’s High
Payoff Target List. It outlines critical assets, operations, and ac-
tivities against associated threats, vulnerabilities, and specific
mitigation measures.” Some assets remain on the PPL for the
duration of the operation, while other assets are prioritized for
specific phases. Changes to the PPL are made during midrange
planning and typically require approval from the Commanding
General or the Deputy Commanding General-Sustainment.

Division and brigade staffs face challenges in this process
because protection is the only warfighting function within the
formation without staff members designated on the modified ta-
ble of organization and equipment (MTOE). As a result, protec-
tion cells are ad-hoc teams at the division level and are often an
additional duty assigned to a single junior officer on a brigade
staff. The 1ID addressed this by placing command emphasis on
the protection working group and focusing that group on inte-
grating protection capabilities into future operations.

During planning a division counterattack at NTC 25-03, the
division sustainment brigade commander identified that the de-
struction of the forward logistics element, Task Force Wrench,
would cause the attack to culminate. Through the protection
working group, the division placed Task Force Wrench as #3
on the PPL to safeguard this capability and allocated enablers
to mitigate specific threats and vulnerabilities. This layered
protection ensured the survivability of Task Force Wrench by
reducing exposure to detection and targeting. A division cannot
eliminate all risks, but it can make informed decisions to defend
what is critical to mission success.

Section 3: Recommendations for LSCO
and Conclusion
Protection is key to the ability of the division to fight in
LSCO and must inform doctrine, organization, training, mate-

riel, leadership and education, personnel, facilities, and policy
(DOTMLPF-P). Our command and control, sustainment, and

Priority Asset Location Threat/Initial Risk Mitigation Unit Tasked Residual Risk
TF Wrench | 11SNV 302 020 Ground SBE Security Force 410 MP CO
(Forward See Conplan
Logistics Pistons
Element) Bypassed Bypass Criteria 1/11D, 431 PIR
ENY
IDF Survivability Moves Dis-| SELF SECURE MEDIUM
persion
CBRN MOPPO/NBC Decon PLT/172 HR LOW
FW/RW ATK RW LAYERED ADA 6-56 ADA
UAS : M-LIDS 6-56 ADA MEDIUM

The PPL helps match protection capabilities to specific threats, reducing the risk to critical assets. (Source: 1ID Protection.)
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U.S. Soldiers rehearse the use of a Dronebuster to engage en-
emy targets during Rotation 25-03. (U.S. Army Photo by Specialist
Marques Martinez, Operations Group, National Training Center.)

fire systems should not emit easily recognizable or unique sig-
natures. These systems must remain hidden or unrecognized
until intentionally revealed; at this point, they must move
quickly to ensure survivability. The 1ID’s efforts during NTC
25-03 (protecting FARPs, rocket artillery, logistics nodes, and
command posts) demonstrate best practices with existing equip-
ment. However, these measures are not sufficient for long-term
survivability. To improve, the Army must establish clear emis-
sions control and signature management standards and train
every Soldier to apply them with the same rigor as mission-ori-
ented protective posture (MOPP) for chemical defense. Develop-
ing these standards at the unit level alone is not enough; the
Navy, Air Force, and Marine Corps have already implemented
such protocols at the Service level, and the Army must catch
up.®

Additionally, divisions must move beyond ad-hoc protection
cells and establish dedicated protection cells. The Fiscal Year
2025 (FY25) MTOE lists only the Division Provost Marshal of-
fice within the protection warfighting function. Critical staff
members, such as those from air and missile defense; engineer;
chemical, biological, radiological, and nuclear (CBRN); and cy-
ber & electromagnetic warfare are dispersed across other func-
tions. Furthermore, although Army Doctrine Publication (ADP)
3-37, Protection, outlines the role of a Chief of Protection, no
such position exists within the division MTOE, underscoring
the need for structural changes to properly integrate protection
at the division level.?

To survive in future conflicts, U.S. Army divisions must fight
to protect the force. From individual Soldiers to the division
main command post, effective signature management is essen-
tial to make ourselves difficult to detect and hard to target. Tra-
ditional survivability methods will be ineffective against prolific
sensors tied to precision fires. To adapt, divisions must fully in-
tegrate the protection warfighting function into the operations
process, ensuring that limited resources are applied to protect
the most critical assets. @
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