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Introduction

The U.S. military faces growing challenges in the informa-
tion domain. While adversaries like Russia and China have
adapted quickly to data-driven operations, U.S. forces re-
main hindered by fragmented doctrine, outdated training
models, and a shortage of specialized personnel.! Despite
warnings in the 2017 and 2022 National Security Strategies
and the 2018 Joint Concept for Operating in the Information
Environment, information forces still operate in an ad hoc,
inefficient manner.?

To address these gaps, the 151st Theater Information
Advantage Group (151 TIOG) developed and assessed a
new framework for intelligence support to information ad-
vantage (ISIO) through training in live environments. These
real-world deployments to U.S. European Command and
U.S. Indo-Pacific Command revealed critical intelligence and
operational shortfalls, informed new methodologies, and of-
fered a path forward for integrating intelligence into informa-
tion advantage activities. This article identifies strategic and
operational gaps, shares lessons from recent deployments,
and presents recommendations to help the Army modernize
its approach to data-driven operations and achieve a lasting
information advantage.

Role of Intelligence Support to Information
Advantage

To strengthen integration between intelligence and informa-
tion advantage activities, the 151 TIOG created a dedicated
ISIO officer position. Unlike traditional intelligence staff officer
(5-2/G-2/1-2) roles that support broad warfighting functions,
the ISIO officer focuses solely on information advantage ac-
tivities. Embedded with the planning and targeting teams,
the ISIO officer tailors intelligence to support influence op-
erations, military deception, operations security, and cyber-
space shaping operations.

These functions enable intelligence to directly inform not
just situational awareness but also information advantage
activities planning, targeting, and assessment. ISIO officers
develop information-specific intelligence requirements, de-
sign collection strategies focused on cognitive objectives,
and assess how operations affect adversary decision making.
This approach aligns intelligence support with Army Doctrine
Publication 3-13, Information, which emphasizes synchronized
intelligence support throughout the execution of information
advantage activities.?

During real-world training deployments, ISIO officers used
data aggregation tools, trend analyses, and effects-based
assessments to deliver actionable intelligence in real time,
enhancing synchronization between collection, targeting, and
operational outcomes. These methods support the operational
guidance in Field Manual 3-0, Operations, which emphasizes
the application of real-time data across all domains.*
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Gaps in Information Advantage

Despite strategic guidance, U.S. military doctrine still lacks a
unified approach for integrating intelligence with information
advantage activities. Several persistent shortfalls are identi-
fied in national security and defense publications:

4 Nosingle, coalescing open-source intelligence (OSINT)
proponent. OSINT lacks doctrinal ownership, limiting
integration across the force.®

4 Fragmented information forces. Unlike logistics, in-
formation advantage activities have no centralized
oversight, resulting in inconsistent capabilities and in-
stitutional inefficiencies.®

4 Limited data analytics. Intelligence and information ad-
vantage activities training rarely includes data science,
restricting the use of publicly available information and
artificial intelligence-driven tools.”

4 System access barriers. U.S. Army Reserve and National
Guard Soldiers often lack access to sensitive compart-
mentalized information facilities, the Joint Worldwide
Intelligence Communications System, and key mission
systems, reducing their contributions to information
advantage activities.?

4 Overreliance on simulated training. Simulations do
not prepare Soldiers for the complexity of influence
operations. In contrast, training in live environments
fosters real-world collaboration and more effective
mission readiness.®

Training in Live Environments

The 151 TIOG executed four training deployments in fiscal
year 2024 to test new approaches for its intelligence support.
These included one long-term (22-week) and two short-term
(4-week) missions to the U.S. European Command, and a nine-
week open-source mission to the U.S. Indo-Pacific Command.

Training in live environments confirmed known strategic
gaps and revealed new operational deficiencies. Teams ap-
plied skills acquired from their civilian life and training in data
analysis and open-source exploitation to meet the demands
of modern information advantage activities. In particular, the
U.S. Indo-Pacific Command mission underscored the need to
modernize information capabilities and exposed doctrinal
and training shortfalls.

The U.S. Indo-Pacific Command Deployment. A primary ob-
jective of the U.S. Indo-Pacific Command deployment was to
improve understanding of adversary operational advances
within the human and information domains. The ISIO team
discovered that critical operational data from forward civil af-
fairs teams was locked in static PDF reports in a document and
content management system, preventing vital civil reconnais-
sance data from informing trend analysis and cross-regional
assessments throughout the greater intelligence enterprise.
The inability to store and share information efficiently and
comprehensively limited commanders’ ability to measure
effects or counter adversary narratives.

Military Intelligence



To close these identified gaps, a team member with Wall
Street data analytics experience built automated tools to
ingest and visualize reporting across time, geography, and
mission lines. Other team members used open-source data
to analyze trade patterns, foreign aid, adversary messaging,
and public sentiment. Fusing the open-source data with clas-
sified reporting, the team identified high-impact partners,
platforms, and pathways to support U.S. objectives. Host
units praised these products for their speed, clarity, and op-
erational relevance.

The team demonstrated the Army’s ability to generate
high-impact, data-driven intelligence internally—without
outsourcing to contractors. However, this success hinged on
individuals’ civilian occupational training from outside of the
Department of Defense. Because the 151 TIOG is a U.S. Army
Reserve unit, its team members brought civilian-acquired ex-
pertise and experience in data science and analytics, skills not
currently taught in the traditional Army military intelligence
institutional training pipeline. These missions show that data
analysis is mission-critical for information advantage activities.
Army military intelligence will benefit from institutionalizing
these skills for the Active component to replicate these effects
at scale and build a force capable of thriving in the modern
information environment.

The U.S. European Command Deployment. A 151 TIOG ISIO
team further demonstrated the operational value of the ISIO
approach during a training deployment to the U.S. European
Command area of operations. The team focused on strength-
ening the integration of intelligence into information advan-
tage planning, targeting, and assessment at the operational
and strategic levels. They produced cognitive environment
overlays, analyzed adversary decision making, and modeled
the civil, cyberspace, and psychological domains. Using the
SCAME framework’s key elements (source, content, audience,
media, effect)’® and center of gravity analyses, they aligned
intelligence with nonlethal targeting.

These efforts addressed several previously identified gaps,
including the limited availability of data to support cognitive
targeting, the insufficient integration of non-kinetic factors
into mission analysis, and the persistent disconnect between
J-2 intelligence processes and information advantage activ-
ities planning requirements. By embedding structured as-
sessments and cognitive-focused intelligence directly into
information advantage activities working groups, the U.S.
European Command ISIO team demonstrated how intelligence
could proactively drive influence, deception, and cyberspace
shaping operations within an operational environment. This
training further confirmed the need for ISIO officers who spe-
cialize in integrating intelligence processes with information
advantage activities, providing a model for institutionalizing
these practices across future operational planning cycles.
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Lessons and Recommendations

The ISIO deployment-based training missions demonstrated
that live, data-driven training enables intelligence teams to
deliver operational impact that simulations rarely achieve.
Additionally, to help institutionalize ISIO practices and ad-
dress persistent gaps in intelligence support to information
advantage activities, we offer the following key findings and
recommendations.

Establish a dedicated information warfare career field. Army
Chief of Staff General Randy George directed the creation of
an Information Warfare Branch, so transformation planning is
already underway. As of 2025, this effort has advanced into
concept development under the Army’s Transformation and
Training Command (previously known as the Training and
Doctrine Command) with prototype military occupational
specialty (MOS) designs expected by fiscal year 2026. The
recommendation outlined here contributes directly to that
evolving effort.

A formal, dedicated Information Warfare Branch tasked
with delivering coordinated cognitive and influence effects
might have a structure that mirrors successful past innova-
tions, such as the 1983 creation of the Aviation Branch. The
following notional list of recommended MOSs illustrates how
the division of expertise, together with specialized training,
can close multiple strategic and operational gaps. Suggested
MOS designations include—

4 30B Operations Security Specialist: Designs and en-
forces operational security in support of information
advantage.

4 30C Military Deception Specialist: Plans and executes
deception operations to mislead adversaries and pro-
tect friendly intent.

4 30D WebOps Specialist: Conducts web-based targeting,
monitors online influence, and analyzes digital behavior.

4+ 30E ISIO Officer: Integrates intelligence into informa-
tion advantage activities planning, targeting, and as-
sessment to identify adversary vulnerabilities.

4 30F ISIO Specialist: Provides analytic and collection
support to information teams focused on influence
and deception operations.

4 30H 10 Cyber Specialist: Supports cyber-enabled infor-
mation missions and identifies exploitable data sources
for decision making.

4 300 OSINT Specialist: Collects, analyzes, and oper-
ationalizes publicly available information to support
information objectives.

Creating this branch will ensure the Army fields a trained,
effects-driven workforce equipped to operate in the modern
information environment.



Develop data-driven intelligence training pipelines. The
Army must develop formal training pipelines that integrate
data science, analytics, and OSINT into intelligence training
and intelligence support for information advantage activities.
Adversaries already use artificial intelligence and machine
learning to shape influence operations. In contrast, the Army
still relies on more traditional methods that do not address
cognitive and informational domains. As identified during the
ISIO training deployments, data-driven skills proved crucial for
operational success, particularly in analyzing the information
environment and developing actionable insights. Findings by
the RAND Corporation in 2020 also emphasize that traditional
intelligence methods inadequately address the cognitive and
informational domains within the information environment.!
Developing structured training in these areas would directly
address this critical gap.

Expand training in live environments. Training in live envi-
ronments delivers greater training and operational impacts
than simulations. The ISIO deployment participants trained
in real-world conditions and produced actionable intelligence
in real time, directly shaping information advantage activi-
ties planning. Soldiers developed tools, supported decision
making, and learned how to produce measurable outcomes.
Their impact led host organizations to request continued
collaboration—unmistakable evidence of the value these
teams provided. The Army should institutionalize live envi-
ronment training as recurring training across all components,
especially for the Reserve components, ensuring intelligence
and information professionals are prepared to support infor-
mation advantage activities under actual field conditions.
During training in live environments, teams achieved positive
outcomes in individual and team skills exponentially faster
than in simulated environments. Expanding training in live
environments across different operational theaters will en-
sure a more adaptable and skilled information workforce.

Leverage the Reserve components’ expertise. U.S. Army
Reserve Soldiers played a critical role by applying civilian-ac-
quired skills in data science, analytics, and finance. These ca-
pabilities were central to mission success during ISIO training
deployments, allowing rapid development of data analysis
tools tailored to mission needs. However, the Army’s training
system does not currently provide Active Duty Soldiers with
a means to acquire these data skills. Enhancing integration
between the Active and Reserve components would ensure
consistent access to critical skills and knowledge that are not
always available within the Active Duty force, where these
skills are not integrated into training pipelines. The Army
should prioritize institutionalizing data-driven competencies
and formalize them as core ISIO skills. This would also accel-
erate learning in the proposed new career fields by uncover-
ing the necessary or desirable skills, acquired through formal
training, that are currently unavailable in the Army’s schools.

Stand up an Information Forces Command. Finally, structural
gaps remain. Although Army Techniques Publication 2-22.9-
1, Publicly Available Information Research and Open-Source
Intelligence,*® was published in October 2023, the Army still
lacks a centralized proponent responsible for integrating OSINT
into force structure, training, and operational planning. The
absence of a centralized information command continues
to fragment information advantage activities planning and
limit intelligence integration. While teams training in live
environments overcame these challenges in the field, lasting
progress depends on establishing permanent ISIO roles and
regular live training across the force. The Army should create
a one-star operational command to oversee the manning,
training, and deployment of Soldiers supporting information
advantage activities. A centralized command would reduce
fragmentation, unify doctrine, and ensure integrated deliv-
ery of influence, deception, and cyberspace effects across
the force. This command should be in the Army Reserve and
potentially include multiple components.

Designate the U.S. Army Intelligence Center of Excellence
(USAICOE) as the lead for ISIO and OSINT Integration. USAICOE,
in coordination with other Army Centers of Excellence, should
lead the development of ISIO doctrine, OSINT training, and re-
lated career pathways. USAICOE already oversees intelligence
instruction and is best positioned to expand Army capabilities
in data analytics and cognitive assessment. Assigning USAICoE
this role will accelerate the integration of intelligence into
information advantage activities at scale.

Conclusion

Through short- and long-term real-world training deploy-
ments, the 151 TIOG developed and tested a new ISIO frame-
work. Together with our lessons and recommendations, this
framework provides the Army and the broader joint force
with a clear path to address the challenges of data and in-
formation advantage activities identified in strategic docu-
ments, joint studies, think tank reports, and feedback from
returning deployers.

We advocate for deliberate institutional reform. Our recom-
mendations range from low-cost adjustments, such as lev-
eraging the unique civilian skillsets of the U.S. Army Reserve
and National Guard, to higher-investment initiatives, in-
cluding new career fields and expanded training pipelines.
These proposals align with the existing operational demands
placed on Soldiers. The tasks already exist, and the Army
would benefit from investing in talent and training aligned
with an effects-based approach. We offer these lessons and
recommendations to support these efforts and to begin a
formalized dialogue about a way forward in this critical area
of transformation. A
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