Closing Argument

Global Lawyering for a Global Fight

Legal Considerations During Integrated Deterrence

By Major General Robert A. Borcherding, Colonel Joseph M. Fairfield, Colonel Ryan W. Leary,
Lieutenant Colonel Brian D. Lohnes, and Lieutenant Colonel Dustin P. Murphy

The wisdom in the statement attributed to
Sun Tzu that “every battle is won before it
is ever fought™ aptly applies to the modern
conflict continuum. In the article Legal
Considerations Before and During LSCOs,* the
Office of Legal Counsel to the Chairman
of the Joint Chiefs of Staff discussed

how military lawyers should prepare to
provide legal advice during large-scale
combat operations (LSCOs). Specifically,
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we examined the expectations placed on
operational attorneys in LSCOs and how
to prepare for the challenges we might
face. Our current National Defense Strategy
(NDS) directs the joint force to compete
head-on with our pacing threat of China
while simultaneously managing acute and
developing global threats through inte-
grated deterrence.’ Integrated deterrence
is a comprehensive strategy that generates

(Credit: Ralf1403-pixabay.com)

warfighting advantages by synchronizing
operations across warfighting domains, the-
aters, the spectrum of conflict, instruments
of national power, the interagency, private
sector, and allies and partners.*

For Army judge advocates (JAs), it is
also important to understand the relation-
ship between integrated deterrence and
multi-domain operations (MDO) because
the Army’s capstone doctrinal publica-
tion, Field Manual (FM) 3-0, Operations,
establishes MDO as its primary operating
concept. MDO involves the synchronized
use of capabilities across all domains—land,
air, sea, space, and cyber—to create strategic
advantages, which are integral to the effec-
tiveness of integrated deterrence.

As the goal of integrated deterrence is
to maintain our advantage against global
competitors and ultimately prevent future
conflict, lawyers must understand how
they can support current operations during
the competition phase of the conflict
continuum.

Operations, activities, technological
advancements, and investments during
competition pose novel legal challenges that
require JAs to be agile, creative, adaptive,
and thorough when providing advice. Their
role is vital in providing commanders with
sound legal counsel and thus supporting
the seamless and effective execution of
integrated deterrence efforts. The following
examples—irregular warfare (IW), the joint
warfighting concept (JWC), and compet-
ing with money—illustrate areas where
attorneys supporting operations within
the context of competition will be asked
to weigh in with their advice and stand as
exemplars of navigating the complex envi-
ronment of integrated deterrence.

IW and Competing Below the

Level of Armed Conflict

The NDS directs us to compete with our
adversaries in a manner that dissuades them
from considering aggression to further
their national objectives, while concur-
rently cautioning that conflict is “neither
inevitable nor desirable.” Accomplishing
this nuanced goal—considering the full
capability and most common methods of
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employing the joint force—is no easy task.
While our senior leaders have several tools
available, including a whole-of-Govern-
ment approach and strengthening alliances
to amplify our strength, another option is
to employ ['W across the competition con-
tinuum.® IW offers leaders an opportunity
to influence our adversaries in a manner
that prevents a perceived need to respond
militarily and could ultimately assist in pre-
venting conflict. For operational attorneys,
using ['W to support our NDS highlights
how the legal and policy frameworks that
apply during competition and integrated
deterrence overlap in a complex way.
During an ['W campaign, JAs must prepare
to provide commanders and leaders with
comprehensive advice that spans multiple
legal competencies and requires identifying
the line that separates law from policy.
While IW is not a novel concept, it
stands out as a useful tool as we increasingly
focus on competing with global competi-
tors in a manner that supports integrated
deterrence without triggering conflict. Our
joint doctrine defines IW as “a form of
warfare where states and non-state actors
campaign to assure or coerce states or
other groups through indirect, non-attrib-
utable, or asymmetric activities.”” One of
the initial challenges with advising on the
conduct of IW is that the broad definition
contemplates a similarly broad range of
activities, including military information
support operations (MISO), cyberspace
operations, countering threat networks,
countering-threat finance, use of surro-
gates, civil-military operations, and security
cooperation.® Consequently, the first, and
arguably the most important, task of the
supporting JA is to define the particular
activity or activities occurring during an
I operation to assess the legal and policy
frameworks that apply to their analysis.
After answering the question, “What
are we actually doing here?,” a JA sup-
porting the planning and execution of an
I'W operation must look at these activities
through multiple legal lenses. As is the case
for most operations, the JA should ascertain
the underlying legal authority that autho-
rizes each activity. While an execution
order (EXORD) in which the Secretary of
Defense delegates authority to subordinate
commanders is a good place to start, look

behind the EXORDs to better understand
the applicable statutory or constitutional
authority and determine reporting require-
ments, approval authority, and any fiscal
limitations.” Furthermore, fully under-
standing the source of authority will ensure
the proper approval level for a particular
operational activity; even if a category of

operations forces alike during our campaign
of integrated deterrence.

Joint Warfighting Concept

In 2019, the Secretary of Defense tasked the
Joint Staff to develop the JWC to address
strategic conflict.!! The JWC framework
seeks to solve the problem of how the joint

Operations, activities, technological advancements, and

investments during competition pose novel legal challenges

that require JAs to be agile, creative, adaptive, and

thorough when providing advice.

activity is delegated to a certain level of
command, it is important to look closely at
the I'W activity in context to make sure that
it does not rise to the level of use of force
and potentially require a higher level of
approval. With a comprehensive under-
standing of the activity, a JA can also apply
a fiscal law framework to ensure the I'W
activity is funded properly.

Due to the diversity of activities under
the I'W umbrella, JAs will also need to be
aware of the policy limitations that apply in
different ways to different activities. A dis-
tinction certainly exists between policy and
legal limitations, and a JA’s advice should
be clear in that distinction. For example,
specific implementing policies apply when
creating and managing new surrogate force
programs under 10 U.S.C. § 127d.1° JAs
advising on I'W operations should become
familiar with these policies to inform their
comprehensive counsel.

This brief, and perhaps oversimplified,
overview serves to emphasize the critical
need for JAs to understand the tools our
military leaders may use to meet integrated
deterrence objectives and the associated
legal issues that will materialize while
planning and executing operations during
competition. While operational attorneys
may believe IW is unique to special oper-
ations forces or managed at the strategic
level, IW will be present at all levels and
available to conventional and special

2025 = Issue 1 = Closing Argument * Army Lawyer

force will deter peer adversaries.' It serves
as a guide for the Services to integrate, syn-
chronize, and communicate across multiple
domains—Iland, sea, air, space, and cyber-
space—by gaining new “intellectual tools
needed to incorporate innovation and ad-
aptation” that “ensure[s] we have the right
technology, leaders, and [authorities].”’

The JWC further shapes the Services’
force design and development to compete
and fight across multiple domains. Each
Service uses its own doctrinal concept to
guide force design and development to
conduct joint operations.' The Navy imple-
ments its “distributed maritime operations”
concept for land and sea.”® The Air Force’s
“future operating concept” is its future
airpower concept to deter aggression.' The
Army’s MDO is the “rapid and continuous
integration of all domains of warfare to
deter [in competition] . ... If deterrence
fails, Army formations, operating as part
of the joint force . . . achieve . . . strategic
objectives.”"”

Operating as a joint force during
competition is further advanced through
integrated deterrence, which incorporates
the JWC: “Integrated deterrence . . . [works]
seamlessly across warfighting domains,
theaters, the spectrum of conflict, all
instruments of U.S. national power, and
our network of alliances and partnerships
... enabled by combat-credible forces . .

. " To achieve integration, synchroniza-
tion, communication, and technological
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advancements through integrated deter-
rence or along the spectrum of conflict, the
Department of Defense (DoD) uses rapid
data collection, the cloud, artificial intel-
ligence (AI), machine learning (ML), and
advanced communication systems to enable
decisive and fast decision-making across
the multiple domains; in other words, the
Combined Joint All Domain Command and
Control (CJADC2) concept. CJADC?2 is the
backbone of this integration and synchroni-
zation within the JWC.

Lawyers are pivotal to achieving
the JWC’s strategic goals over multiple
domains. Adversaries are challenging the
rules-based order and international norms.
According to the Joint Operating Environment
2035, the future world order will be defined
by the conditions listed in Figure 1 below."

World
Order

v

Shifting Strategic
Relationships

Powers Pursuing
Regional Primacy

Regional Powers Attain
Global Reach

Evolving Roles of
International Institutions

Connected Consequences of
Fragile and Failing States

Figure 1.7

As the ways to warfare, struggle for
competition, and technology change, and as
the world order becomes more complex—
especially with rapid data collection, Al, and
ML—it will become paramount that lawyers
promote the rule of law around the world.

This changing world order, multi-
domain integration and synchronization
dilemma, and technological advances pres-
ent numerous challenges for lawyers. The
following, each discussed below, are just
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a few: (1) How do lawyers provide sound
legal advice in a time-compressed envi-
ronment with an influx of data? (2) How
do lawyers incorporate JWC principles
through integrated deterrence to provide
commanders with options and articulate
risks? (3) How do we share intelligence and
information with allies and partners? And
(4) How do lawyers ensure that technolog-
ical advancements and adaptation comply
with domestic and international law?

1. How do lawyers provide sound
legal advice in a time-compressed
environment with an influx of data?
During counterinsurgency operations,
commanders and lawyers often had days
to assess patterns of life and intelligence
while applying collateral damage estimates
(CDE). This will not be the case during the
next conflict or war. The global concept of
operations requires legal integration across
multiple areas of responsibility, multiple
domains, and multiple relationships, with
allies and partners unifying their efforts.’
Al-enabled intelligence-gathering tools and
data will rapidly flow to the commander,
who will have only minutes to decide.
Lawyers will have to educate the force
on the basic law of war principles, and
commanders will have to be comfortable
applying proportionality and distinction
without a full CDE analysis (unless one is
required). This will become paramount in a
degraded environment where a commander
may not have an attorney nearby.
Additionally, lawyers will have to
quickly adapt to apply the influx of intelli-
gence to the environment, communicating
with allies, partners, and attorneys from
other Services and combatant commands.

2. How do lawyers incorporate

JWC principles through integrated
deterrence to provide commanders

options and articulate risks?

The 2022 NDS states the DoD will “em-
ploy an integrated deterrence approach
that draws on tailored combinations of
conventional, cyber, space, and informa-
tion capabilities.” In addition to these
conventional capabilities, we can employ
unconventional methods, including I'W and
lawfare. China, Russia, Iran, North Korea,
Hamas, and Hezbollah (to name a few) all

challenge international norms and laws

in competition and through conventional
capabilities. Lawyers will have to navi-

gate domestic and international laws and
incorporate policy restrictions to formu-
late options and risks to the commander.
There will be times when lawyers may want
to pursue a change in laws or policies or
request delegations of authorities to stream-
line integrated operations across domains.

3. How do we share intelligence and
information with allies and partners?
Alignment with allies and partners is crucial
for deterring aggression and achieving
strategic objectives. The challenge is
sharing intelligence and data under the
JWC-CJADC2 framework. Allies and
partners will need access to the same
intelligence, data, and communications
systems. Putting our allies and partners on
the same systems will speed up the flow of
information sharing; however, lawyers will
need to understand the laws and policies
regarding intelligence sharing. Requests
for exceptions to restrictions on sharing
intelligence may come across a lawyer’s
desk. Understanding what information the
request must contain, the JA can quickly
review the request to expedite the process.

4. How do lawyers ensure that technological
advancements and adaptation comply

with domestic and international law?

As fast as technological advancements
occur, the joint force strives to solve urgent
problems while simultaneously seeking to
develop, design, test, and incorporate new
technologies into our force. Al and ML,
coupled with autonomous weapons and
robotics, add a new layer of complexity

to an already complex multi-domain and
global concept of operations. This pro-
vides lawyers with opportunities to advise
on policy formulation while ensuring

that the development and incorporation
of Al into systems comply with interna-
tional and domestic law, including law of
war. Forward-thinking commanders seek
ways to keep pace with data and adver-
sarial competitors in the space, cyber, Al,
and unconventional innovative spheres
by operationally modifying and test-

ing, or developing, weapons as defined

in Army regulation.” Rapid innovation
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initiatives—such as off-the-shelf techno-
logical modifications using 3D printing

or incorporating AI/ML—require prac-
titioners to understand the definition of
weapons, the policy, procedures, and re-
quirements of law of war legal reviews, and
to initiate the review process early.

It will become essential for lawyers
to understand and use technological
advancements as they continue to re-
shape military operations. States’ use of
Al systems and algorithms as a decision
support tool that recommends targets to
an analyst exemplifies this trend.” Being
the lawyer-in-the-loop from Al to analyst
to commander may become challenging;
lawyers must develop a comprehensive
understanding of the technology to pro-
vide accurate advice that supports lawful
and ethical military decision-making in
these increasingly complex operational
environments.

To further complicate these environ-
ments, the United States may sometimes
have to rely on allies’ and partners’ re-
sources, authorities, or capabilities. The
joint force builds this interoperability by
competing with money.

Competing with Money
Combatant commanders have a statu-
tory responsibility to take action to deter
conflict.?* The NDS is anchored in building
relationships and increasing interoperability
with our allies and partners.” In the com-
petition phase of the conflict continuum,
combatant commanders, particularly those
assigned a terrestrial area of responsibility,*
deter conflict by strengthening ties and
increasing interoperability with allies and
partners. While there are many tools com-
batant commanders can use to build these
relationships, money reigns supreme. To
operationalize this use of money for compe-
tition’s sake, combatant commands develop
theater security cooperation plans (TSCP).”
Like the adage, “Bring lawyers, guns, and
money,”?® operational fiscal lawyers play a
key role in assisting combatant command-
ers by identifying the most appropriate
security cooperation (SC) authority to meet
the commander’s intent of deterring con-
flict by increasing interoperability.

SC is defined as interactions with
foreign security establishments to build

security relationships that promote specific
U.S. security interests, develop allied

and partner nation military and security
capabilities for self-defense and multina-
tional operations, and provide U.S. forces
with peacetime and contingency access to
allied and partner nations.” SC includes
both DoD-administered cooperation
programs under Title 10 of the U.S. Code
and DoD-implemented Department of
State security assistance programs under
Title 22 of the U.S. Code. While most
Title 10 SC authorities were consolidated
under Chapter 16 of Title 10 with the
National Defense Authorization Act for
Fiscal Year 2017, many SC authorities
still exist in the DoD’s annual appropria-
tion and elsewhere throughout Title 10.%!
Likewise, the DoD-administered Title 22
SC authorities are generally consolidated
in the Foreign Assistance Act of 1961°? and
the Arms Export Control Act of 1976,*
but other state assistance authorities are
provided under the Department of State’s
annual appropriation. Further complicating
this web of SC authorities, each author-

ity is governed by numerous policies that
delegate and provide guidance on the use of
the authority.*

Today’s operational fiscal lawyers
must understand this large menu of SC
authorities to help their clients identify the
appropriate authority for the desired effect.
It is common for the staff to develop an SC
activity and incorrectly bin it under what
they believe to be the correct authority.
For example, an operational fiscal lawyer
working in a combatant command legal
office may receive a Section 321 “training
with” packet for review that includes U.S.
forces training with a partner nation, but
it also mentions that the purpose of the
event is to “build the capacity of the partner
nation’s forces.” For seasoned operational
fiscal lawyers, this language should trip
Purpose Statute® warnings: the statutory
purpose of Section 321 activities is “to train
U.S. forces,” not to build capacity.*

Identifying that the proposed SC
activity is beyond the scope of the proposed
authority, however, is only half the battle.
Today’s best operational fiscal lawyers
identify the issue and then bring an alter-
native solution to accomplish the activity’s
intent. In the above hypothetical, a great
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operational fiscal lawyer identifies that the
proposed scope is beyond the authority

of Section 321 and recommends either
changing the stated purpose of the event or
changing the SC authority to Section 333
“authority to build capacity.””

By studying and understanding the web
of SC authorities and implementing policies
and using critical thinking to develop
creative solutions, operational fiscal lawyers
bring great value to executing a TSCP.
Today’s best operational fiscal lawyers
enable combatant commanders to compete
with money and directly contribute to the
NDS'’s goal of reinforcing relationships and
preparing allies and partners to pursue mu-
tually beneficial national security objectives
with interoperable forces.

Conclusion

Attorneys are critical in supporting inte-
grated deterrence efforts within the modern
conflict continuum. As articulated in FM
3-0, MDO synchronize capabilities across
all domains to create strategic advantages
essential for effective deterrence. Today’s
Army JAs must adeptly navigate complex
legal frameworks to ensure compliance
with international and domestic laws while
helping commanders minimize and mitigate
risks. By understanding and addressing the
legal challenges associated with operations
during the competition phase, attorneys
provide commanders with the guidance
needed to execute integrated deterrence
seamlessly, effectively, and legally. By
supporting efforts such as using I'W to
compete below the level of armed conflict,
implementing the JWC, and increasing in-
teroperability with U.S. allies and partners
by competing with money, JAs demonstrate
their vital role in maintaining our strategic
edge and preventing future conflicts. TAL
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