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by MAJ James T. Casey

A Possible Future

SGT Cunningham climbed to 
the top of vehicle Bravo 1-2 
to relieve the Tank Command-
er (TC), SSG Rodriguez, from 

his position pulling security. The crew 
had just finished their morning preven-
tative maintenance checks and servic-
es (PMCS). “I’ll be back in around an 
hour. We’re going to run a company re-
hearsal,” SSG Rodriguez said. SGT Cun-
ningham settled into the TC’s hatch 
and checked the M2 .50, the Common 
Remotely Operated Weapon Station 
(CROWS) system and the Commander’s 
Independent Thermal Viewer (CITV) 
auto scan settings. The tank was run-
ning in silent watch mode. The CITV 
was scanning for dismounted and ve-
hicle threats to the tank’s front, while 
the CROWS automatically scanned high 
and low for targets using both thermal 
and day sights. The platoon was orient-
ed east as a part of the battalion’s 
hasty defensive position.

PFC Williams re-checked his M240 
loader’s machine gun and then contin-
ued to scan for threats while he tore 
open a packet from a meal-ready-to-
eat (MRE). Several drones sped from 
the rear to the forward passage of lines 
(FPOL) point north of SGT Cunning-
ham’s position. PFC Williams flinched 
when he saw them but recognized the 
FPOL point where the drones paused 
momentarily before continuing east 
skimming the ground. He watched as 
they popped up to a higher altitude 
and dispersed, continuing to hunt for 
the enemy to the east. All of this was 
easier back when the unmanned aerial 

vehicles (UAV) were only on our side, 
SGT Cunningham thought to himself. 

SGT Cunningham reached for his left-
over coffee. As he raised his paper cup, 
the CROWS screen beeped a low warn-
ing tone twice. His eyes snapped to the 
screen, and he saw an orange target-
ing reticle around several drones on 
the screen that were alternately mov-
ing toward the battalion’s defensive 
position and then loitering in midair. 

On Bravo 3-1, SGT Bradshaw’s hand 
flew to the CROWS’s joystick. His 
CROWS had also beeped a warning 
tone while the M2 .50 machine gun 
snapped from its previous search pat-
tern towards the drones that Bravo 1-2 
had spotted. He could push the over-
ride button to take control in case the 
CROWS made a bad decision, but he 
wasn’t sure what to do yet. He briefly 
wondered if the CROWS had spotted 
the friendly drones heading east to 
scout, but as he noticed the plot on the 
map for the Joint Battle Command-
Platform (JBC-P), he realized that these 
drones were in the wrong position. The 
CROWS beeped a higher warning tone 
five times in rapid succession and the 
targeting reticle around the drones 
turned red by itself as the CROWS 
quickly decided the drones were a 
threat. A heartbeat later, the CROWS 
started firing the M2. SGT Bradshaw 
keyed the net and announced, “Blue 1 
golf, contact red air east, out!” 

LT Brown nearly jumped out of his skin 
as the 12 tanks and Bradleys on the 
company’s line started firing their M2 
.50 machine guns and Bushmasters 
near simultaneously. The collective 
shooting had started before a radio call 
had even come in. The company’s 

vehicles were so well camouflaged and 
interspersed with decoys that he only 
spotted them because of the light 
erupting from the weapons firing. The 
company’s leaders, who had been 
gathering for a fragmentary order 
(FRAGO) and a rehearsal, began sprint-
ing towards their own vehicles. 1SG 
Taylor ’s crew had already started 
breaking down the camo net around 
the company command post as LT 
Brown lowered himself into his own 
TC’s hatch. His driver started the tank 
as he connected his helmet’s intercom 
system to the tank and scanned the 
CROWS and JBC-P screens. Dozens of 
drones were populated on the map 
and his CROWS had spotted them, but 
his M2 wasn’t firing. The CROWS knew 
that his tank was behind several friend-
ly positions, so instead of firing over 
the top of the company’s defensive line 
it continued to scan beyond the cur-
rent targets in case these drones were 
a feint. He decided against keying the 
radio to alert the rest of the battalion, 
not wanting to add to the company’s 
electromagnetic signature.

Back at the battalion tactical command 
post, SPC Smith saw on his battlefield 
computer that there were scores of 
drones populating along the battalion’s 
front. So far, they hadn’t concentrated 
on any particular area. “Contact red 
air, 1 click east of the forward line of 
own troops (FLOT),” he told the S3. 
MAJ Jones toggled the other battle-
field computer to see air target tracks 
in addition to friendly positions and 
the spotted enemy ground positions 
that the battalion’s first flight of drones 
had started to identify. The enemy 
drones’ positions on the screen started 
to tick from bright red to black. The 
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CROWS systems and Bradleys’ target-
ing systems were automatically mark-
ing them as destroyed as they ob-
served the explosions and debris. 
There were no calls over the radio, part 
of the battalion’s electromagnetic (EM) 
control plan. He decided to wait a cou-
ple minutes before triggering the de-
ception plan: unmanned radios dis-
persed around unoccupied areas that 
would broadcast randomly, simulating 
radio transmissions responding to the 
current drone attack. 

On Bravo 3-1, SGT Bradshaw watched 
as the M2’s tracer rounds arched to-
wards the drones on the screen. The 
combined fire from the M2s and Brad-
ley’s Bushmasters airburst in a seem-
ingly random pattern, creating an anti-
aircraft artillery effect that bracketed 
the drones with devastating results. 
The drones that had hovered trying to 
spot the company’s defensive positions 
were the first to explode in midair and 
then tumble towards the earth. The 
second wave of drones had sped to-
ward the company’s positions trying to 
spot a tank to swarm before they were 
targeted. These drones made it a little 
closer but were destroyed hundreds of 
meters away from the company’s bat-
tle positions. Nearly as fast as the au-
tomated weapons had started firing, 
they stopped simultaneously. Less than 
2 minutes had passed since the first 
CROWS spotted a drone and silently 
passed the target to all the other 
weapon systems in the company. SGT 
Bradshaw watched as his CROWS start-
ed scanning again in its previous pat-
tern. “I’m coming up, start the tank!” 
shouted LT Thompson. SGT Bradshaw 
slipped into the gunner’s station while 
the driver pressed the ignition. LT 
Thompson slipped on his own crew-
man’s helmet and directed the driver 
to move to the alternate battle posi-
tion. The platoon had rehearsed this 
reaction to drone contact, so no radio 
transmissions were necessary. The pla-
toon leader moved his hatch to the 
open-protected position and visually 
confirmed that the other tanks were 
moving. They needed to move quickly 
towards the alternate battle positions 
to avoid any potential artillery that the 
destroyed enemy drones would have 
been able to cue before they fell. 

Enabling Maneuver in 
a Drone Swarm 
Environment
To survive long enough to fight and 
win, U.S. Army formations – down to 
the platoon level and including non-
maneuver units – require the ability to 
counter the unmanned aircraft system 
(UAS) threat found on the modern bat-
tlefield. This capability must be organ-
ic, leveraging weapon systems already 
employed and enhanced through the 
integration of existing technologies. 
Currently employed air defense sys-
tems and the headline grabbing solu-
tions currently in development are in-
adequate to the requirement. Instead 
of pipe dream platform acquisition 
programs, the Army should leverage 
improved software and artificial intel-
ligence (AI) to more effectively employ 
the sensors and weapons it has already 
fielded across the formation while im-
plementing some modest upgrades to 
hardware and weapons systems where 
possible. Finally, countering the mass 
precision threat will require continued 
evolution in how leaders from divisions 
to squads think about security, surviv-
ability, and deception. 

Observations from Nagorno-Karabakh, 
Ukraine, and Israel’s multi-front war 
show that remote-piloted UAS has 
evolved to AI-enabled drone capabili-
ties. There is evidence that some 

drones can autonomously identify tar-
get types, prioritize high payoff targets, 
and pass the locations to other nearby 
drones that drop munitions or inten-
tionally crash into the target to deto-
nate a payload.1 The technology for 
edge computing is here.2 Any machine 
with a computer and a sensor can be 
programed to evaluate its environment 
and interpret it. It can also instantly 
communicate with nearby machines 
that are networked together. A com-
mon language and data storage sche-
ma enables cross-machine communi-
cation. The kill web is getting shorter 
and more redundant, with multiple 
machines capable of spotting and pri-
oritizing targets for nearby weapons.3 
The result is a threat capable of mass-
ing precision air-to-ground munitions 
against U.S. forces. Even if the U.S. 
Army hadn’t previously divested itself 
of integrated short range air defense 
(SHORAD) capabilities, the new threat 
is smaller, nimbler, and more precise 
than previous generations’ air threats 
were. Our previous way of thinking 
about air defense – that dedicated air 
defense batteries provide distributed 
protection when task organized to bri-
gades and battalions – is obsolete. The 
situation is akin to a century ago when 
aircraft first started to menace ground 
forces, and we need to rapidly inno-
vate to defeat the threat.

Units can’t rely on external assets for 

Figure 1. Alpha Battery, 5th Battalion, 4th Air Defense Artillery Regiment, con-
ducts certifications for the M-SHORAD system Feb. 9 at Grafenwoehr. (U.S. 
Army photos by PFC Yesenia Cadavid)
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internal short range air defense or 
counter-small unmanned aerial sys-
tems (C-sUAS). Avengers aren’t a good 
C-sUAS platform. Carrying only eight 
Stinger missiles, each missile is more 
expensive than the sUAS that it would 
destroy. Even if every Avenger were re-
placed with a powerful and cost-effec-
tive C-sUAS laser weapon system capa-
ble of rapid fire, there wouldn’t be 
enough Avenger batteries to provide 
adequate protection to the whole ma-
neuver force, much less other vulner-
able support and service support units 
in the close and rear areas. 

Similarly, other SHORAD systems in de-
velopment are not fielded in adequate 
numbers to protect the entire maneu-
ver force. There are new capabilities, 
such as the Maneuver-Short Range Air 
Defense (M-SHORAD) Stout, which are 
excellent ideas, but there are not 
enough to provide coverage to all 
units. Unless these systems are pro-
duced in quantities sufficient to add to 
all maneuver and support units, these 
systems will not provide adequate 
drone defense protection to U.S. forc-
es. Even if they were produced in 

sufficient quantities, these systems 
would require either growth in the au-
thorized strength of the Army to crew 
the system or else repurposing of ex-
isting strength which would limit these 
Soldiers’ use in their current roles. 
SHORAD units will have to focus only 
on larger long-range drones while each 
ground unit will need the capability to 
protect itself against small tactical 
drones.

Other radar-based detection systems, 
a form of active detection, are more of 
a liability than a help. Devices that add 
to a unit’s electromagnetic signature 
make it too easy for an adversary to 
target friendly positions. While radar 
can spot airborne systems much far-
ther away than the naked eye, it also 
makes it very easy for a properly 
equipped adversary to find radar 
across the battlefield and target it with 
standoff munitions. Soldiers and lead-
ers need to remember that radar is like 
a spotlight – you can see someone us-
ing a spotlight much farther away than 
the spotlight user can identify you. Ad-
ditionally, once radar is destroyed from 
enemy targeting, radar-dependent air 

defense weapons are effectively neu-
tralized. Strategic and operational lev-
el air defense units should continue to 
be part of the Army’s air defense solu-
tion, but maneuver and support units 
need passive detection systems in-
stead of active detection systems so 
that they can minimize their electro-
magnetic signature on the battlefield. 

Currently fielded bespoke C-sUAS sys-
tems are not practical for maneuver 
units. C-sUAS systems already fielded, 
such as the Drone Buster and Smart 
Shooter, aren’t useful in all situations. 
The Drone Buster defeats a specific 
type of UAS that is remotely piloted via 
radio link. However, with the recent 
proliferation of UAS with fiber optic 
links to controllers, the Drone Buster 
will lose relevance. Drone Buster will 
also not work against autonomous pre-
programed systems that don’t rely on 
radio links to ground stations. Systems 
such as the Smart Shooter, an optic 
that can be mounted to ordinary rifles 
that control a shot’s timing to improve 
round-on-target probability, are inge-
nious but primarily useful against soli-
tary or small groups of mostly 

Figure 2. 1st Cavalry Division Troopers assigned to 8th Brigade Engineer Battalion, 2nd Armored Brigade Combat Team, 
train with a drone during Pegasus Forge, on Fort Hood, Texas, Aug. 6, 2025. (U.S. Army Photo by SPC David Dumas)
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stationary drones. These sights are 
also limited by the max effective range 
of the small arms weapons on which 
they’re mounted.4  

Some systems currently under devel-
opment or already employed, such as 
the Mobile-Acquisition, Cueing and Ef-
fector system from Northrop Grum-
man, aren’t realistic for most units.5 

These systems are designed or impro-
vised from stationary systems that pro-
tect static bases. Even when mounted 
on a truck, adding these systems to 
maneuver units would require man-
power to operate and employ – man-
power that is already needed for their 
current combat role. Mounting these 
systems on existing vehicles is infeasi-
ble, as Army vehicle platforms are al-
ready laden with weapons systems and 
communications equipment far be-
yond the initial design specifications of 
the platforms. What units need is a 
versatile weapon system that alleviates 
a burden instead of adding to it.

Other C-sUAS laser weapon systems 
currently in development are likewise 
not suitable for rapid deployment. 
While these systems are intriguing, 
they have several limiting factors in-
cluding electricity generation and dif-
ficulty in focusing beams through dust 
particles in austere environments. 
They are comparatively fragile com-
pared to currently fielded weapon sys-
tems such as machine guns. 

What maneuver and support units re-
quire, then, is a UAS and drone defense 
weapon system that uses existing or 
rapidly deployable technology paired 
with weapon systems and equipment 
already in the Army’s inventory. This 
solution needs to either decrease the 
task burden of Soldiers in combat or at 
least not add to it. 

In line with GEN Rainey’s thoughts on 
Continuous Transformation,  we need 
to make immediate integrations of 
emerging technology where possible, 
upgrade these systems over time, and 
develop concept-driven solutions for 
long-term adaptation.6 These AI-driven 
remote weapon stations will leverage 
image recognition and an intuitive user 
interface to enable autonomous search 
and destroy capabilities that are net-
worked to all other remote weapon 
systems in the vicinity to mass fires 

against UAS and drones that threaten 
ground units. These passive detection 
systems will also feed targeting infor-
mation into the air defense network’s 
common operating picture, enabling 
air defense units to successfully iden-
tify, cue, engage and destroy higher-al-
titude attack and surveillance UAS 
without relying primarily on increas-
ingly vulnerable active detection radar 
systems to identify threats.

The currently deployed CROWS already 
have most of the raw materials neces-
sary to counter the UAS threat. CROWS 
has both day and thermal imaging 
cameras. These cameras are passive 
detection devices that operate without 
generating electromagnetic signatures 
and are therefore more useful for units 
attempting to minimize their own de-
tectable presence on the battlefield. 
CROWS are also paired with laser range 
finders that help a system calculate the 
precise relative location and ballistic 
solution necessary to accurately en-
gage moving targets near the max ef-
fective range of the weapon system. Fi-
nally, CROWS are frequently mounted 
on vehicles that also have a battlefield 
computer installed, which enables rap-
id communication of targets to units 
both near and far away. If integrated 
properly, these battlefield computers 
could communicate enemy locations in 
real time to the common operating pic-
ture of tactical intelligence computer 
systems, air defense network systems, 
and other ground maneuver units.

The Capability Gap
These currently fielded weapon sys-
tems and battlefield computers have a 
capability gap that does not adequate-
ly enable units to defend themselves 
against drone swarms.  Current CROWS 
require direct crewmember control. 
This remote-controlled weapon’s effec-
tiveness is limited by crewmember 
skill. Unproficient crewmembers would 
have no measurable chance of defend-
ing against a drone swarm. Even highly 
proficient crewmembers would strug-
gle to detect, identify, decide to act, 
and engage dozens of independent 
drones moving at a speed of over 10-
50 miles per hour. Additionally, the 
“wall of steel” air defense method of 
multiple crewman-operated machine 
guns firing at aircraft is limited in effec-
tiveness by the burden of coordinating 

among multiple shooters. It takes time 
and significant effort to simultaneous-
ly coordinate multiple machine guns, 
each with its own vantage point, to 
bracket a fast-moving aerial target. 

Communicating spotted targets on cur-
rent battlefield computers requires 
time-consuming manual input from 
operators who are already manning a 
weapon system and performing vehicle 
crew duties. The result is that the op-
erator is forced to choose between 
communicating digitally or manually 
engaging a target. This limits the po-
tential of rapidly coordinating massed 
direct fire against small fast-moving 
threats. In addition to coordinating 
massed fires against targets in the im-
mediate vicinity, properly integrated AI 
can communicate targets to all net-
worked battlefield computers using the 
data mesh concept.7 Current battle-
field computer software requires a 
high burden of attention and interface 
with the crewman. Initiating a simple 
spot report takes minutes and a 
lengthy process in a pop-up interface 
with the option to input a high level of 
detail. Each field requires the user to 
click it, use either the on-screen key-
board or the nearby physical keyboard, 
then submit the report. A user must 
follow all these steps for each different 
target spotted, and by the time the re-
port is received by nearby computers 
the information is minutes old. While 
this method is faster to communicate 
reports over the horizon than consoli-
dating and relaying radio reports, this 
communication method takes more 
time and attention from the user than 
it’s worth. The user must decide if it’s 
worth losing situational awareness to 
send reports that will be stale by the 
time they’re received, making the cur-
rent interface inadequate to the task 
of rapidly coordinating direct fire en-
gagements. It’s a wonder that anyone 
uses digital reports at all. 

Current .50 ammunition could be ade-
quate in engaging airborne threats, but 
airburst ammunition would be ideal. 
Ball ammunition will destroy small tac-
tical drones, but machine guns could 
be more effective at drone defense if 
it could airburst before reaching the 
drone, which would improve the 
chances of hitting and disabling a 
drone at greater ranges. The Army 
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Figure 3. U.S. Army Stryker M1127 Reconnaissance Vehicles, assigned to Lightning Platoon, 3rd Squadron, 2nd Cavalry 
Regiment, are staged to demonstrate anti-UAS capabilities during the static display portion of Project Flytrap 4.0, at 
Bemowo Piskie Training Area, July 29, 2025. (U.S. Army Photo by SGT Alejandro Carrasquel)

currently doesn’t have any type of .50 
caliber airburst ammunition. This will 
limit these weapons’ effectiveness 
against drone swarms.

The Capability Needed
Engaging small, fast-moving drone 
swarms is a job for automation. The 
technology for computers to analyze 
images to identify targets already ex-
ists. Self-driving vehicles use AI to rec-
ognize image inputs and navigate situ-
ations. The more these AI systems 
learn, the better they have become at 
handling the complex task of driving on 
streets with other vehicles, obstacles, 
detours, etc. While they aren’t perfect, 
they highlight the capability of a com-
puter to recognize visual inputs and re-
act appropriately with faster reflexes 
and more precision than humans are 
capable. A human on the loop weapon 
system that can autonomously engage 
and destroy targets is what is needed 
to fight autonomous threats that can 
each move and make decisions faster 
than humans.8 Soldiers will still be 

needed to supervise engage/don’t en-
gage decisions, but the weapon soft-
ware can be more proficient at target 
detection, identification, and precise 
engagement. 

Collaboration and communication are 
another area where software can help 
Soldiers by automating identification 
and reporting. Implementing data 
mesh and data fabric concepts where 
each sensor or data source can enable 
real-time updates on all networked 
computers would eliminate the need 
for operators to constantly update 
their machine’s common operating pic-
ture to incorporate new reports.9 A 
battlefield computer that already 
knows its own coordinates can incor-
porate the input from a laser range 
finding system to calculate the location 
of a moving target. It can then commu-
nicate this information nearly instantly 
to other networked computers which 
in turn can use the incoming target in-
formation to cue their own weapon 
systems to the correct location. This 
communication and engagement 

method cuts crucial seconds off the 
time it takes Soldiers to contact each 
other in separate battle positions to 
coordinate direct fires. It also elimi-
nates the burden of subordinate ech-
elons constantly reporting moving tar-
get locations to demanding higher 
headquarters who are desperately try-
ing to make sense of their own larger 
battlespace. 

The Army needs to procure and field 
airburst machine gun ammunition. The 
ideal ammunition type would fit 
7.62mm or .50 caliber machine guns 
that are already fielded. These cali-
bers’ size will likely prevent more so-
phisticated methods of proximity fuses 
which explode a set distance from a 
detected target. However, randomly 
set timed fuses would still help im-
prove lethality against drone swarms. 
The Army should procure airburst ma-
chine gun ammunition so that all cur-
rently fielded crew-served machine 
guns – even those operated by Soldiers 
instead of automated remote weapon 
systems – can increase their lethality 
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against drone swarms. If 7.62mm and 
.50 caliber airburst ammunition is 
technically infeasible, then procuring 
30mm machine guns with dual-feed 
ammunition types should be priori-
tized during the “deliberate transfor-
mation” time horizon. These dual feed 
weapons could keep airburst ammuni-
tion loaded for use against drone 
swarms or targets behind cover while 
also keeping armor piercing rounds 
loaded for use against vehicles and 
hardened targets. Over the last 100 
years, we went from specialized ma-
chine gun companies to fielding ma-
chine guns in every unit in the Army’s 
inventory so that they can provide for 
their own defense against enemy 
troops. Now the Army needs to pro-
cure effective C-sUAS machine guns 
and ammunition so that every unit can 
defend themselves from this emerging 
threat.

Implementing these solutions can be-
gin immediately as a part of the Army 
Transformation Initiative time horizon. 
Some of these concepts may not even 
require new procurement contracts.10 
In an April 2025 memo, the Secretary 
of War called for including “right to re-
pair” in procurement contracts.  If the 
Army is not dependent on contractors 
to integrate new capabilities into exist-
ing equipment, the Army could pull to-
gether small teams of Soldiers with the 
requisite skill sets from within its own 
ranks to begin experimenting with cre-
ating and loading image recognition 
and target engagement software into 
CROWS. Alternatively, the Army Soft-
ware Factory could begin work on up-
grading CROWS software. With a rela-
tively small budget, this type of exper-
imentation has the potential to start 
small, fail early, and innovate rapidly. 
In the age of generative AI that can 
write the code for computer programs 
on demand, we may not need defense 
contractors to write the code to imple-
ment this idea quickly. It may seem 
crazy to ask Soldiers who learn AI as a 
hobby to experiment with developing 
automated weapon systems, but this 
type of innovation could also set the 
stage for rapid adaptation in combat. 
In 1944, SGT Curtis G. Cullin adapted 
scrap iron from German roadblocks 
into hedgerow cutters welded to tanks, 
enabling maneuver forces to outflank 
German defensive positions in the 

French countryside.11 AI, software ap-
plication layers, and unmanned robot-
ic systems are this century’s welding 
torches and steel: the basic tools to in-
novate and transform in contact.

Changing How We 
Think
Finally, countering the mass precision 
threat will require continued evolution 
in how leaders from divisions to squads 
think about security, survivability, and 
deception. No unit is immune, regard-
less of how far from the front line their 
unit is traditionally located. All Soldiers 
and leaders need to incorporate drone 
swarm defense into their security plan-
ning and execution, because no other 
unit is coming to their aid to solve the 
problem for them. There is a tendency 
for non-maneuver Soldiers to expect 
that maneuver units will be tasked to 
provide their security. This thought 
process allows them to let themselves 
off the hook for thinking and training 
seriously for defending themselves. All 
leaders need to take this threat seri-
ously and adapt their training and op-
erations to prepare. 

Survivability planning takes two forms: 
avoidance and withstanding.12 Most of 
this article has focused on overcoming 
capability gaps that prevent units from 
adequately defending themselves 
against drone swarms. The idea is that 
the Army should provide all units with 
the ability to withstand (defend 
against) drone swarm attacks without 
incurring significant casualties and 
equipment loss. 

Leaders need to train avoidance surviv-
ability methods. Headquarters and 
command posts need to experiment 
with making themselves smaller and 
more redundant.13 Leaders shouldn’t 
wait for the Army to finish redesigning 
and modifying Tables of Organization. 
They should start shrinking and dis-
persing command posts in all tactical 
exercises immediately. Maneuver ech-
elons should eliminate the practice of 
motor pool-style assembly areas in the 
field. Support and service-support 
units should also train dispersion, cam-
ouflage, and concealment since they 
are not immune to enemy targeting.

Tactical leaders also need to under-
stand and implement aerial passage of 

lines into operations. As UAS becomes 
more prevalent on the battlefield, 
small unit leaders will become compla-
cent with creating routine forward and 
rearward passage points through their 
perimeter to allow for their own UAS 
operations. Routines are observable. If 
an enemy observer discovers a UAS 
passage point, the unit may struggle to 
identify a drone’s hostile intentions as 
it approaches a known passage point 
until it’s too late to engage and destroy 
the threat. Every unit operating UAS 
should plan continuously shifting rear-
ward passage points. Ideally, they 
should identify at least five passage 
points in their area of operations. Just 
as challenge and password or number 
combinations are distributed, the or-
der of switching between rearward 
passage points should be published 
daily. Each time a friendly UAS con-
ducts a rear passage of lines (RPOL), 
the passage point should shift so that 
an observing enemy cannot exploit an 
identified passage point in close suc-
cession. An alternative to planning 
continuously shifting rearward passage 
points for UAS is to treat all UAS as ex-
pendable, where each sortie is a one-
way trip. 

Conclusion
New weapon systems rarely make all 
previous forms of warfare obsolete; 
however, the introduction of expend-
able and highly lethal drone swarms do 
require the Army to adapt. The tank’s 
death has been widely proclaimed, but 
critics’ eulogies are premature. Just as 
the introduction of the airplane didn’t 
make ground warfare obsolete, UAS 
and drone swarms don’t make current 
maneuver forces obsolete. Multi-do-
main operations require a combined 
arms approach to warfare. As new 
threats emerge, we need to rapidly 
adapt to counter the threat. UAS aren’t 
invulnerable. To effectively enable ma-
neuver, all units need the capability to 
counter UAS and drone swarms. This 
capability needs to be fielded in each 
unit without pulling Soldiers away from 
other required tasks to crew addition-
al vehicles or bespoke C-sUAS weapon 
systems. To do this, we need to lever-
age AI and software applications to al-
leviate some of the burden from crew-
men and more effectively leverage the 
weapon systems that are already 



39													                     Winter 2025

fielded as an immediate solution while 
seeking modest upgrades to hardware 
and weapon systems in the future.
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